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=
@ Gordon Buchan (Vous)
(2]

® x

& bigbluebutton.gordonbuchan.com/html5client/join?sessionToken=bkapdjfrbkemlugd

¢ Discussion publique

Welcome to Home Room!

For help on using BigBlueButton see these
(short) tutorial videos.

To join the audio bridge click the phone button.
Use a headset to avoid causing background noise
for others.

This server is running BigBlueButton.

Pour inviter quelqu'un a la réunion, envoyez-lui
ce lien:
https://bigbluebutton.gordonbuchan.com/b/gor-
42k-ufg

2020

@ Vous avez rejoint la conférence audio

Welcome To BigBlueButton

BigBlueButton is an open source web conferencing system designed for online learning

CHAT WEBCAMS AUDIO EMOJIS

Send public and private @ @ Communicate using high

e guality audio.

Hold visual meetings. Exprass yourself.

A
POLLING SCREEM SHARING

BREAKOUT ROOMS MULTI-USER WHITEBOARD

Group users into Share you
breakout rooms for team
callaboration.

Foll your users anytime r screen Draw together

For more information visit bigbluebutton.org —

Diapositivel v 3 - ® o 32




O\ 116 d’ensemble

&
el
Serveur de videoconférence logiciel libre

Client web HTML5 — pas besoin d’installer application client
Red5 media server

Kurento media server

Apache Tomcat/Java

Freeswitch

MongoDB

NGINX web server

Difficile a installer a la mitaine : build script fonctionne
seulement avec serveur Ubuntu 16.04LTS

Le serveur doit étre propre: aucun serveur web ou autre
configuration en place

Exige beaucoup de bande passante : faut étre hébergé dans
un centre de données avec upload de = 30Mbps



@BigBlueButton' BUSIneSS Case

Serveur vidéoconféerence
Gestion d’'usagers et sessions (Greenlight)
Intégration avec autres plateformes (Moodle)



O ~0ncurrents marché

Services propriétaires :

Zoom
Webex
Gotomeeting

Solutions libres :
Jitsi

Nextcloud Talk
OpenMeetings



@ BigBlueButton' EXI g e n g eS
tallation

Serveur Ubuntu 16.04LTS propre pas e Serveur web Ou autres services configures, et
dedié

> 4GO meémoire vive ou install script refuserait de lancer.

Conseillé : = 4 CPU cores, = 30Mbps de bande passante.

Adresse IP et ports publiques.

Nom de domaine et hote défini et associé en DNS avec 'adresse publique du serveur.

Selon http://docs.bigbluebutton.org/2.2/install.html#bbb-installsh :

To set up for a successful install of BigBlueButton, we recommend starting with a ‘clean’
Ubuntu 16.04 64-bit server dedicated for BigBlueButton.

By ‘clean’ we mean the server does not have any previous web applications installed
(such as plesk, webadmin, or apache) that are binding to port 80/443. By ‘dedicated’ we
mean that this server won'’t be used for anything else besides BigBlueButton (and
BigBlueButton-related applications such as Greenlight).

[...]

Sometimes we get asked “Why are you only supporting Ubuntu 16.04 64-bit)?”. The
answer is based on choosing quality over quantity. Long ago we concluded that its better
for the project to have solid, well-tested, well-documented installation for a specific
version of Linux that works really, really well than to try and support may variants of Linux
and have none of them work well.


http://docs.bigbluebutton.org/2.2/install.html#bbb-installsh

@BigBlueButton' Serveur de baSe

Créer un serveur physique ou virtuelle avec le systeme d’exploitation
Ubuntu 16.04LTS (xenial)

> 4G0 de memoire vive

> 4 CPU cores conseillé.

Appliquer toutes les mises a jour de sécurité et redemarrer

Définir un héte en DNS associé avec I'address IP public du boitier ou VM



O romsnen bbb-install.sh

Incantation

sudo su

apt clean all;apt update;apt upgrade;ldconfig;updatedb
reboot

sudo su

wget -qO- https://ubuntu.bigbluebutton.org/bbb-install.sh | bash -s -- -v xenial-220 -s
bbb4.gordonbuchan.com -e bot@gordonbuchan.com -g

Options de ligne de commande
-s let’s encrypt SSL

-e email pour annonces
-g greenlight (gestion d’usagers et sessions)



BigBlueButton" BBB/G reen“ght

avec URL /b

& C & bbb4.gordonbuchan.com/b w 6

@ BigBlueButton ‘ Connexion

| S'inscrire

Bienvenue sur BigBlueButton.

Greenlight est une interface simple pour votre serveur open-source de Web conférence BigBlueButton.
fous pouvez creer vos propres salles pour heberger des sessions ou rejoindre d'autres utilisateurs via un
lien court et pratique.

Regardez notre tutoriel sur ['utilisation de Greenlight (®

Greenlight Fonctionnalités

»
sJ iz & n
Salons Personnalisés Gestion des enregistrements Designs personnalisés Authentification d'utilisateur

Greenlight




O - onfiguration/gestion
BigBlueButton

sudo su
cd /var/lib/red5/webapps/bigbluebutton/WEB-INF/
nano bigbluebutton.properties

bbb-conf --stop
bbb-conf --start
bbb-conf —restart

bbb-conf --secret

URL: https://bbb4.gordonbuchan.com/bigbluebutton/
Secret: XXXXXXXXXXXXXXXXXXXXXXEXXXEXXXKXXKKXXXXXXXXXXXXXKXXX

Link to the API-Mate:
https://mconf.github.io/api-mate/#server=https://bbb4.gordonbuchan.com/
bigbluebutton/&sharedSecret=xxxXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX



@BigBlueButton'
Configturation OATHZ2 Gmall

Ref : http://docs.bigbluebdtton.org/greenlight/gl-config.html#google-oauth2

Créer un compte Google pour le serveur
https://console.developers.google.com/
Create a project

Credentials Oauth consent screen :
Authorized domains

Application Homepage link
Application Privacy Policy link

Create credentials :

Oauth client ID

Web application name

Authorized redirect URIs : https://hosthame/b/auth/google/callback

GOOGLE_OAUTHZ2_ID=1093993040802-
jjs03khpdl4dfasffq7hj6ansct5.apps.googleusercontent.com
GOOGLE_OAUTH2_ SECRET=KLIBNy b9pvBGasf7d5Wrcq


http://docs.bigbluebutton.org/greenlight/gl-config.html#google-oauth2
https://console.developers.google.com/
https://hostname/b/auth/google/callback

BigBlueButton-

Configuration OATH2 Gmail

&« C & console.developers.google.com/apis/credentials/oauthclient/936900716792-94r4pnst4003c10igqe067pldkn6108j.apps.googleusercontent.com?project=greenlightbrossard or Sy e :
= Google o greenlightbrossard w Q - S 0 a a
API APIs & Services & Client ID for Web application ¥ DOWNLOADJSON  (C' RESETSECRET | DELETE

< Dashboard

Mame *
) Client ID
mi  Library greenlightbrossard
! .apps.googleusercontent.com
The name of your OAuth 2.0 client. This name is only used to identify the Client secret

O~ Credentials o : L .
client in the console and will not be shown to end users.
Creation date March 30, 2020 at 12:48:27 PM GMT-4

i35 OAuth consent screen
The domains of the URIs you add below will be
Domain verification automatically added to your QAuth consent screen as
authorized domains.
Sa Page usage agreements

Authorized JavaScript origins @

For use with requests from a browser

URIs

https://bigbluebutton.gordonbuchan.com
= ADD URI

Authorized redirect URIs @

For use with requests from a web server

URIs

https://bigbluebutton.gordonbuchan.com/b/auth/googlescall

=+ ADD URI

SAVE CANCEL

<l




@Bigslueeutton-
Configuration SMTP (Gmall)

Considération SMTP

B Critical security x| @ Critical security % [ECEIRSIEITQI]S-F-To IR

& C & myaccount.google.com/lesssecureapps r 6
Google Account : o
¢ Lesssecure app accCess

Some apps and devices use less secure sign-in technology, which makes your account vulnerable. You
can turn off access for these apps, which we recommend, or turn it on if you want to use them despite
the risks. Google will automatically turn this setting OFF if it's not being used. Learn more

Allow less secure apps: ON .

Privacy Policy - Terms of Service - Help




O - onfiguration/gestion
sudo su Greenllght

cd ~/greenlight

nano .env
Options a configurer :

BIGBLUEBUTTON_ENDPOINT
BIGBLUEBUTTON_SECRET
GOOGLE_OAUTHZ_ID
GOOGLE_OATH2_SECRET
SMTP*

# Current settings available:

# mute-on-join: Automatically mute users by default when they join a room

# require-moderator-approval: Require moderators to approve new users before they
can join the room

# anyone-can-start: Allows anyone with the join url to start the room in BigBlueButton
# all-join-moderator: All users join as moderators in BigBlueButton

ROOM _FEATURES=mute-on-join,require-moderator-approval,anyone-can-start,all-join-
moderator



O - onfiguration/gestion
Greenlight

sudo su

cd ~/greenlight
docker-compose down
docker-compose build
docker-compose up -d
bbb-conf --restart

docker exec greenlight-v2 bundle exec rake user:create["Prenom Nom","
xooxxx@gmail.com®,"motdepasse”,"admin”]


mailto:xxxxx@gmail.com

BigBlueButton-

Greenlightcréer un compte

&« C @& bigbluebutton.gordonbuchan.com/b/signup - % O

@ BigBlueButton | Connexion

‘ S'inscrire

Créer un Compte
Nom complet

Email

Mot de passe

Confirmation mot de passe

Greenlight. 2.5.2
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confirmation de compte

& & outlook.live.com/mail/0/inbox/id/AQMKADAWATEYNjk3LTRjMmUENZEZNCOWMAIEMDAKAEYAAAMSO013RHVxSbu3I3GY1POLBWBKah. ..

New message

Folders

Inbox 298

Junk Email
Drafts
Sent ltems
Deleted ltems
Archive
Motes
Boxer
To-do
Conversation Hist...

New folder

Groups

(R

Upgrade to Office
365 with premium
Outlook features

&

Greenlight courriel

€ Reply | ~ ] Delete T Archive ) Junk v < Sweep --- J

Bienvenue sur BigBlueButton.

5%

k¢
° Thu 2020-04-02 2:10 PM © © %

@ BigBlueButton

Bienvenue sur votre espace
personnel,

Leveraging BigBlueButton, you can create your own rooms to host sessions
and collaborate with others.

Votre nom d'utilisateur est

Pour vérifier votre compte, cliquez simplement sur le bouton ci-dessous.

Veérification du compte

Merci de votre participation et bonne journée !

@ * O

Toenail Fungus? Try
This Tonight
Fungus Eliminator

Audiobooks from Audible
Audible

Gut Doctor Begs
Quebec: "Throw Out...
United Naturals

iy @
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@

i

Greenlight réinitialiser
le mot de passe

Outlook

S Reply | ~ [ Delete = Archive ) Junk ~ < Sweep -+ Gh S x

Folders Réinitialiser le mot de passe L E NEWARE
Inbox 298
e e e e THE ALIENWARE
Junk Email 1 You ¥ LEGENDARY.
BATTLESTATION
Drafts

Sent tems @ BigBlueButton

Deleted Items

Archive Reinitialiser le mot de passe
Notes
A password reset has been requested for the email
Boxer
To-do START GAMING

T NOW >
Reinitialiser le mot de passe
Conversation Hist...

New folder You can safely ignore this email if you did not make this request.

Groups Ce lien expirera dans deux heures.

Mlawar mrmiin

Upgrade to Office
365 with premium
Outlook features

£
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Configuration/gestion
Greenlight

{® BigBlueButton

& C & bigbluebutton.gordonbuchan.com/b/admins

@ BigBlueButton ! : : e Gordon Buchan
Parametres de |'organisation

222 Gérer les utilisateurs

Server Rooms Gérer les utilisateurs

Server Recordings

Paramétres du site Pending Bann Deleted

Roles

greenlight
google

google




sigBlucBution Expérience

* 6O

<« > (C @& bigbluebutton.gordonbuchan.com/b/gor-42k-ufg
A Accueil o Gordon Buchan

@ BigBlueButton

Home Room*#

0 Sessions | 0 Enregistrements du salon

Inviter des participants
»

https://bigbluebutton.gordonbuchan.com/b/gor-42k-ufg

B Home Room Créer un salon

Enregistrements du salon

Cette salle n'a pas d'enregistrement.
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MESSAGES

Discussion publique
NOTES

Notes Partagées

UTILISATEURS (1) fi=i3

=
@ Gordon Buchan (Vous)
(2]

® x

& bigbluebutton.gordonbuchan.com/htmiSclient/join?sessionToken=bképdjftbkemlugd

¢ Discussion publique E

Welcome to Home Room!

For help on using BigBlueButton see these
(short) tutorial videos.

To join the audio bridge click the phone button.
Use a headset to avoid causing background noise
for others.

This server is running BigBlueButton.

Pour inviter quelqu'un a la réunion, envoyez-lui
ce lien:
https://bigbluebutton.gordonbuchan.com/b/gor-
42k-ufq

Expérience

@ Vous avez rejoint la conférence audio

Welcome To BigBlueButton

BigBlueButton is an open source web conferencing system designed for online learning

CHAT

Send public and private

mess.

BREAKOUT ROOMS

Group users into

breakout rooms for team
collaboration.

WEBCAMS

POLLING

Paoll your users anytime

For more information visit bigbluebutton.org —

Hold visual meetings.

Diapositivel »

AUDIO

Communicate using high

guality audio

SCHEEN SHARING

Share your screen

>

EMOJIS

Exprass yoursealf.

MULTI-USER WHITEBOARD

Draw together

U
D
iy
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Périphériques

© BigBlueButton-salled’'s x

« - C & bbb12gordonbuchan.com/html5client/join?sessionToken=casSmwdpnnj08s7m

Microphone blocked
This page has been blocked from
accessing your microphone.

® Always allow https://
bbb12.gordonbuchan.com to access
your microphone

O continue blocking microphone access

Microphone: | Defau - ‘

This page may need to be reloaded before
the new settings take effect.
Ily a un probléme avec vos périphériqu

Manage
Avez-vous donné la permission d'accéder a votre microphone ? Note|

dialogue doit apparaitre lorsque vous essayez de rejoindre |'audio, cemanaanties
autorisations de votre périphérique multimédia. Veuillez |'accepter pour rejoindre la
conférence audio. Si ce n'est pas le cas, essayez de modifier les autorisations de votre

microphone dans les paramétres de votre navigateur.

Retour
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Emission de cuisine
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® @
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6 brossard.gordonbuchan.com
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Create something new
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Emission de cuisine

) gordonhbuchan project - x + —

awa

= C & clouddigitalocean.com/projects/de418f81-bed9-4048-b7a7-610f808ca537/resources?i=afd8de a %+ 6

USAGE
h by resource name or IP (Ctri+B) Create » o ¥
: $768

w0
m
]
sl

0 gordonhbuch...

—4 gordonhbuchan osau
Upda proj Ll

Resources

DROPLETS (4)

bbb7.gordonbuchan.com e

* & 59.203.61.146 Add tags -
TOR1/ 8G8 [ 160GE Disk

Droplets
¢ () brossard.gordonbuchan.com
Kubernetes
Volumes e (O laval.gordonbuchan.com 159.203.62159 wee
Databases L 4 194
¢ (O topekagordonbuchan.com 04131124.80
Create something new Learn more

= Create a Managed Database Start using Spaces Product Docs
= Worry-free database management ~ | Deliver data with scalal j Techni i

storage

i Spin up a Load Balancer
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tween multiple
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Emission de cuisine

&« C & dcc.godaddy.com/manage/GORDONBUCHAN.COM/dns # O
CNAME toledo clarkcounty.ddns.net 1Hour f ‘
CNAME www2 clarkcounty.ddns.net 1/2 Hour f
MX @ mx-1.pobox.com (Priority: 12) 1/2 Hour 4
MX @ mx-2.pobox.com (Priority: 24) 1/2 Hour f
MX @ mx—3.pobox.com (Priority: 36) 1/2 Hour f
NS @ ns51.domaincontrol.com 1Hour

A O
Host * Pointsto * TTL *
bbb7 159.203.61.146 1/2 Hour v
m Cancel
ADD
- -




O Emission de cuisine

root@bbb12: fetc

root@bbbl2: jetc# apt clean all;apt update;apt upgrade;ldccnfig;updateddu



O Emission de cuisine

[+1 root@bbb12: fetc

Calculating upgrade... Done

The following package was automatically installed and is no longer required:
grub-pc-bin

Use 'apt autoremove' to remove it.

The following NEW packages will be installed:
linux-headers-4.4.0-176 linux-headers-4.4.0-176-generic
linux-image-4.4.0-176-generic linux-modules-4.4.0-176-generic

The following packages will be upgraded:
apport bsdutils cloud-init dbus dmidecode e2fslibs e2fsprogs git git-man
grub-legacy-ec2 libblkid1 libbsd® libcomerr2 libdbus-1-3 1libfdisk1
libgcrypt2e libglib2.8-© libglib2.06-data libgnutls-openssl27 libgnutls3e
libicu55 libmountl libpam-systemd libpcap6.8 libprocps4 libsasl2-2
libsasl2-modules libsasl2-modules-db libsmartcolsl libsqlite3-0 libss2
libsystemd® libudevl libuuidl 1libxml2 linux-base linux-headers-generic
linux-headers-virtual linux-image-virtual linux-virtual mount procps
pvthon-apt-common python3-apport python3-apt python3-distupgrade
python3-problem-report python3-update-manager rsync snapd sosreport sudo
systemd systemd-sysv tcpdump ubuntu-core-launcher
ubuntu-release-upgrader-core udev unattended-upgrades update-manager-core
util-linux uvuid-runtime vim vim-common vim-runtime vim-tiny zlibig

67 upgraded, 4 newly installed, ® to remove and ® not upgraded.

Meed to get 75.4 MB of archives.

After this operation, 148 MB of additional disk space will be used.

Do you want to continue? [Y/n]




O Emission de cuisine

M root@bbb12: fetc

Package configuration

.
A new version of fboot/grub/menu.lst is available, but the version
installed currently has been locally modified.

What would you like to do about menu.lst?

install the package maintainer's version

keep the local version currently installed

show the differences between the versions

show a side-by-side difference between the versions

show a 3-way difference between available versions

do a 3-way merge between available versions (experimental)
start a new shell to examine the situation

=0k=




O Emission de cuisine

[+1 root@bbb12: fetc Q

update-initramfs: Generating /boot/initrd.img-4.4.0-176-generic
W: mdadm: /etc/mdadm/mdadm.conf defines no arrays.
jetc/kernel/postinst.d/x-grub-legacy-ec2:

Searching for GRUB installation directory ... found: /bootfgrub
Searching for default file ... found: /boot/grub/default
Testing for an existing GRUB menu.lst file ... found: fboot/grub/menu.lst
Searching for splash image ... none found, skipping

Found kernel: /boot/vmlinuz-4.4.0-176-generic

Found kernel: /boot/vmlinuz-4.4.0-169-generic

Replacing config file /frunfgrub/menu.lst with new version

Found kernel: /boot/vmlinuz-4.4.0-176-generic

Found kernel: /boot/vmlinuz-4.4.0-169-generic

Updating /boot/grub/menu.lst ... done

jetc/kernel/postinst.d/zz-update-grub:

Generating grub configuration file ...

Found linux image: /fboot/vmlinuz-4.4.0-176-generic
Found initrd image: /boot/initrd.img-4.4.8-176-generic
Found linux image: /boot/vmlinuz-4.4.0-169-generic
Found initrd image: /boot/initrd.img-4.4.0-169-generic
done

root@bbbl2: fetc# rebooﬂ]




O Emission de cuisine

[+1 root@bbb14: ~

Jetc/kernel/postinst.d/zz-update-grub:

Generating grub configuration file ...
linux image: /boot/vmlinuz-4.4.0-176-generic
initrd image: fboot/initrd.img-4.4.0-176-generic
linux image: /boot/vmlinuz-4.4.8-169-generic
initrd image: [boot/initrd.img-4.4.08-169-generic

Connection to bbbl4.gordonbuchan.com closed by remote host.
Connection to bbbil4.gordonbuchan.com closed.

root@henderson: /home/desktop# ssh root@bbbi4.gordonbuchan.com
Enter passphrase for key '/root/.ssh/id rsa':

Welcome to Ubuntu 16.04.6 LTS (GNU/Linux 4.4.8-176-generic x86 64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.comfadvantage

@ packages can be updated.
® updates are security updates.

Last legin: Sun Apr 5 23:15:03 2020 from 192.222.131.212
root@bbbl4:~# wget -q0- https://ubuntu.bigbluebutton.org/bbb-install.sh | bash -
s -- -v Xenial-220 -s bbb'!.gnrdcnbuchan.ccm -e bot@gordonbuchan.com -g




O Emission de cuisine

[+ root@bbb14: ~fgreenlight

root@bbbl4:~# apt remove bbb-demo

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following packages were automatically installed and are no longer required:
authbind libcommons-collections3-java libcommons-dbcp-java
libcommons-pool-java libecj-java libservlet3.8-java libtomcat7-java tomcat?
tomcat?-common

Use 'apt autoremove' to remove them.

The following packages will be REMOVED:
bbb-demo

® upgraded, ® newly installed, 1 to remove and 8 not upgraded.

After this operation, 1,986 kB disk space will be freed.

Do you want to continue? [Y/n] y

(Reading database ... 184589 files and directories currently installed.)

Removing bbb-demo (1:2.2.0-9)

root@bbbl4:~# cd ~/greenlight

root@bbbi14:~/greenlight# docker exec greenlight-v2 bundle exec rake user:create[

"Gordon Buchan”, " EEEEG———— I 2o in"]

Account succesfully created.

Email:
Role: admin
root@bbbl4:~/greenlight# [
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Emission de cuisine

— C @ Notsecure | bbb14.gordonbuchan.com/b/admins - %+ B

@ BigBlueButton o

Parameétres de |'organisation

i2: Gérer les utilisateurs

erver Rooms
Server Recordings
Parameétres du site

Roles

Gérer les
utilisateurs

Pending Bann Deleted

‘ < Précédent Suivant » ‘
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Emission de cuisine

{® BigBlueButton-Salled's x

« = C & bbb12.gordonbuchan.com/html5client/join?sessionToken=cas5mwdpnnj08s7m

Microphone blocked
This page has been blocked from
accessing your microphone.

® Always allow https://
bbb12.gordonbuchan.com to access
your microphone

O continue blocking microphone access

Microphone: Defau -

Ily a un probléme avec vos périphériques

Avez-vous donné la permission d'accéder a votre microphone ? Notez qu'une boite de

dialogue doit apparaitre lorsque vous essayez de rejoindre ['audio, demandant les
autorisations de votre périphérique multimédia. Veuillez l'accepter pour rejoindre la
conférence audio. Si ce n'est pas le cas, essayez de modifier les autorisations de votre
microphone dans les paramétres de votre navigateur.

Retour
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Gordon Buchan (Vous)

malak
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& bbb7.gordonbuchan.com/html5client/join?sessionToken=xkwapnnavkiogdre

¢ Discussion publique :

Welcome to Home Room!

For help on using BigBlueButton see these
(short) tutorial videos.

To join the audio bridge click the phone button.
Use a headset to avoid causing background noise

for others.

This server is running BigBlueButton.

@ Gordon Buchan
hello
@ Malak

hello | am here

Emission de cuisine

[

& Gordon Buchan

Welcome To BigBlueButton
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Far mare infarmatian visit bigbluetutian.org —
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