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Business case

Stockage: acces au fichiers vidéo et audio
VPN et remote desktop

Hébergement des VM

Hébergement des applications exigeant
peaucoup de ressources CPU, mémoire vive,
stockage

Hébergement des applications avec un web of
trust limitée a une personne

Création d’'un extranet WAN privé
Déploiement d’un serveur backup offsite
Ajouter stockage et services complémentaires a
un site sur un serveur cloud




& Stocker une grande quantité de a
données

Cancel

B Authentication Required

Enter user and password for share “"documents” on “192.168.56.40":

Connect As (") Anonymous
© Registered User usb0058 Properties

Username | desktop Permissions Local Network Share

Domain | WORKGROUP

Password | sessesss ‘ .

(") Forget password immediately
© Remember password until you logout
(_)Remember forever Type Folder

Name usb0058

Contents 151,072 items, totalling 2.7 TB
(some contents unreadable)

docu 1 192.168.56.40 H g8 (v = e ;

{ = bzl Q ¥ @ Parent folder /media/desktop
o Name ~ Size Modified Volume usb0058
* starred . i - 247 Modified Tue 31 Oct 2023 04:08:44 PM

Created Mon 16 Oct 2023 01:10:39 PM
{1 Home testfile.txt 19 bytes 22:48
] Desktop
() Documents
0 Downloads 4.6TB used
1 Music 2.9TB free
@ Pickures Total capacity 7.9TB

Filesystem type ext3/ext4
H videos
Openin Disks

® Trash

£) documentso... &

+ Other Locations



4 Un nom d'héte permanent et une &
Infrastructure permanente

* | % No-IP comole B » 0 @ « [ MmyPobox PersonalDer x B 5 &
b2 G 5 mypnoi L4 H
i coe € € =5 poboxcom/mypobox/webldomal # 0O + 00
ppot @ englet 1 "
ynarmic Update Client {DUC)
Web Settings for example.com AboutWeb Settings
imend DNS Redirection
DNS Redirection Setting
per sistenthostname.ddns.net )
Update DNS Redirection
or
Howe site hos an a
se URL Redirection
Our Dynamic Update client runs or ! Ing 2 different 1P addre jetected, the You give us the UIRL your site should pont 1. People who
itomatically updates ye go to malak.ca end uu there, and will see that URL in their
web browser address bar.
Addresses & Users Spam Services Other Services Account Settings Help Policies
CNAME records are a type of subdomain, o alias, that points to another domain name. I Port Forward
Type * Name * Value * T
Forwards

CHAME ~ servername persistenthostname. ddns.net. 1 Hour b
B - --_mmmm-l! !

[temovpn |[TcP ] | 0.0.000] 1083 | 192.168.56.40||  10%43| [




Créer un VPN privé

which IPv4 address should be used?
A7) SO0 DO XN ML

IPv4 address [1]: 1

Enter “2" for “2) TCP™:

Which protocol should OpenVPN use?

1) UDP (recommended)

2) TCP
Protocol [1]: 2

Enter “10443™:

What port should OpenVPN listen to?
Port [1194]: 10443

] OpenVPN Conng (1) clientd6a b4 — O X
Current State: Conng
: client06a
MonDec 26 17014 Usemame: SR OeECEC but missing in —detaciphen
Mon Dec 26 17010 oo cessed| enSSL)] [LZ0] [LZ4] [PKCS11] [AEAD] t
Mon Dec 26 17:01 :E — iter) 6dbit
Maon Dec 26 17.01: |22, 120 2.10
Mon Dec 26 17.01¢ L) Save password IAF_INET]127.0.0.1:25340
Mon Dec 26 17:01:( ice, waiting...
Mon Dec 26 17:01:{ Cancel f_INET]127.0.0.1:25340

Mon Dec 26 17:01:(

Man Dec 26 17:01:0

Man Dec 26 17:01:0

Mon Dec 26 17:01:03 2022 MANAGEMENT: CMD bytecourt 5°
Mon Dec 26 17:01:03 2022 MANAGEMENT: CMD held off*

Mon Dec 26 17:01:03 2022 MANAGEMENT: CMD hold release’

OpenVPN GUI 11.25.0.0/257

Disconnect Reconnect Hide

8 OpenvPN GUI for Windows

client0&a is now connectad.
Assigned IP: 10.4.0.3




Acceder aux GUI desktops
baremetal et virtuels a distance

Remote Connection Profile

x
Name
SCrwemamc: Pemeie Deskiop
Group
Protocol @ RDP - Remote Desktop Protocol ~ g
Erabie Legucy Vi pracocal
Basic Advanced Behavior SSH Tunnel Notes R
server 192.168.56.40 - . owto Canmect
Username desktop P
Password I Wemols Desktag Addres
. Avthentication
Domain
Share folder ,p
Restricted admin mode
Password hash
Left-handed mouse support Disable smooth scrolling
Enable multi monitor Span screen over multiple monitors
List monitor IDs
Cancel Save as Default Save Connect Save and Connect
Remate Deskton
& Remoate Desktop Connection = X
Remote Desktop
»¢) Connection
Computer: [ 192.168.56.40 v

Username:  Mone specified

You will be asked for credentials when you connect.

Authentication

'::/ Show Options Help




& Réseautage bridge mode pour
hébergement des VM

nmc li
nmc i
nmc 11
nmc 1i
brctl

nmcli
nmcli
nmcli

con add ifname bre type bridge con-name bre
con add type ethernet ifname ethernet_name
con up bro

con show

show

con modify br@ ipv4.addresses 192.168.56.40.
con modify bre ipv4.dns "8.8.8.8 8.8.4.4"
con down bro && sudo nmcli con up bre

con show bro



Prototypage de machines
virtuelles sans payer de frais cloud

omahardp = & &

@ omahardp @

daytona on QEMU/KVM

virtual Machine View Send Key

= ( Virtual Machine Manager

ran File Edit view Help

hYd [+

ra = B Open n @
[ Fl. -

= QEMU/KVM

= T = u daytona
Virtual Machine View Send Key !IRLr.rmg

- + - lansing

= n @ @B _!|u Running
milwaukee
Running

node01

lansing on QEMU/KVM Sl

node02

File wvirtualMachine View Send Key Shutoff

= O ne -

node03
Shutoff

B &0

osaka
Shutoff

proxy01
Shutoff

o £

proxy02
Shutoff

saskatoon
Shutoff

servername
Shutoff

tokyo
Shutoff
winnipeg
Shutoff

1 1




&Ajoutez des ressources complexes &
a la périphérie

* Hébergement des applications exigeant beucoup
de ressources CPU, mémoire vive, stockage

* Hébergement des applications avec un web of
trust limitée a une personne



& Hébergement d'un backup d'un €
serveur cloud
*Déploiment sur serveur cloud

*Backup des données du serveur
cloud sur serveur personnel



4 Création d'un extranet WAN privé &
avec WireGuard

sudo su

cd /etc/wireguard

umask 077

wg genkey > privatekey

wg pubkey < privatekey > publickey

ufw allow 55555/udp

nano wge.conf systemctl restart wg-quick@wgo
systemctl enable wg-quick@wgo

[Interface]

# home server

Address = 10.5.0.1/24

PrivateKey = privatekeyofhomeserver
ListenPort 55555

testwg |[UDP w] | 0.0.0.0/0|[ 55555 192.168.56.40||  558555| [

[Peer]

# offsite backup server

PublicKey = publickeyofoffsitebackupserver
AllowedIPs = 10.5.0.0/24, 192.168.1.0/24



4 Déploiement d'un serveur de &
backup hors site

[global]

workgroup = WORKGROUP
security = user

passdb backend = tdbsam
map to guest = Bad User
log file = /var/log/samba/%m. log
max log size = 50

dns proxy = no
[shareol]

path = /mount2/share0l
create mask = 0644
directory mask = @755
writable = yes
browseable = yes

valid users @shareol
force group share@l
[shareo2]

path = /mount2/sharee2
create mask = 0644
directory mask = 0755
writable = yes
browseable = yes

valid users @shareo2
force group shareo2



2 Fournir des services A

complémentaires pour un serveur
cloud

» Stockage supplémentaire (NFS mount du
serveur personnel)

* Sites complémentaires utilisant noms de hotes
(subdomains)
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